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OCctober 30, 2003

The Honorable C.W. Young

Chairman

Committee on Appropriations

United States House of Representatives
E-218, The Capitol

Washington, DC 20515-6015

Dear Mr. Chairman:

Pursuant to 44 U.8.C. 8§ 3544 (c), enclosed i1g the annual
information techneology security review for the U.S. Qffice of
Government Ethics (OGE).

The Information Technology Group of the Bureau of Public
Debt, Department of the Treasury, recently conducted a
comprehensive Facilitated Information Technology Security Review
(FITSR) of OGE's systems. The purpose of that independent review:
was to identify the risks and security weaknesses that we should
consider in accrediting our General Support System and our Major
Application.

Although no major problems were identified in the FITSR, a
number of minor issues . were brought to our attention.
Accordingly, we developed a mitigation plan to address those

weaknesses identified in. the FITSR process. Cur goal ig to
correct those deficiencies 'and achieve full certification and
accreditation of our systems by December 5, 2003. Enclosed for

your information are our Plans of Acticns and Milestones for our
information technology security program, as well as for our
General Support System and Major Application.

Please be assured that OGE is committed to maintaining an
information technology security program that adegquately protects
the confidentiality, integrity, and availability of our systems
and data. We would like. to note that we have invested a
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significant quantity of time and effort to design, configure,

implement, and test a more secure QOGE network architecture.

If you have any additional guestions, please feel free to
contact me or Daniel D. Dunning, Chief Information Officer, at

202-482-9203.

Sincerely,

Amy I.. Comstock

Enclosures

1. 2003-09-21 POA&M OCGE Tracking ~ ENSP.rtf
2. 2003-09-21 POA&M OGE Tracking - FDTS.rtf
3. OGE FY03 FISMA and POAM Updates.xls
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Cctober 30, 2003

The Honorable David R. Obey

Ranking Minority Member

Committee on Appropriations

United States House of Repr@sentatlves
1016 Longworth House Office Building
Washington,. DC 20515-6015

Dear Mr. Obey:

Pursuant to 44 U.8.C. § 3544 (c), enclosed is the annual
information technology securlty' rev1ew for the U.8. 0Office of
Government Ethics (OGE)

The Information Technology Group of the Bureau of Public
Debt, Department  of the Treasury, recently  conducted a
comprehengive Facilitated Information Technology Security Review
(FITSR) of OGE's systems. The purpose of that independent review
was to identify the risks and security weaknesses that we should
congider in accrediting our General Support System and our Major
Application.

Although no major problems were identified in the FITSR, a
number of minor issues were brought to our attention.
Accordingly, we dJdeveloped a mitigation plan tc address those

weaknesses identified in the FITSR process. Our goal is to
correct those deficiencies and achieve full certification and
accreditation of our systems by December 5, 2003. Enclosed for

your information are our Plans of Actions and Milestones for our
information technology security program, as well as for our
General Support System and Major Application.

Pleage be assured that OGE i1s committed to maintaining an
information technology security program that adequately protects
the confidentiality, integrity, and availability of our systems
and data. We would like to note that we have invesgsted a
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significant gquantity of time and effort to design, configure,
implement, and test a more secure OGE network architecture.

If you have any additional gquestions, please feel free to
contact me or Daniel D. Dunning, Chief Information Officer, at

202-482-9203.

Sincerely,

Amy L. Comstock

Enclosuras

1. 2003-09-21 POA&M OGE Tracking - ENSP.rtf
2. 2003-05-21 POA&M OGE Tracking - FDTS.rt=
3. OGE FY03 FISMA and POAM Updates.xls



October 30, 2003

The Honorable Thomas M. Davis III
Chairman :

Committee on Government Reform

United 8tates House of Representatives
2157 Rayburn House Office Building
Washington, DC 20516-6143

Dear Mr. Chailrman:

Pursuant to 44 U.5.C. § 3544 (g), enclosed is the annual
information technology security review for the U.§. Office of
Government Ethics (0OGE) .

The Information Technology Group of the Bureau of Public
Debt, Department of the Treasury, recently conducted a
comprehensive Facilitated Information Technology Security Review
(FITSR) of OGE's gystems. The purpose of that independent review
was to identify the risks and securiiy weaknesses that we should
consider in accrediting our General Support System and our Major
Application. '

Although no major problems were identified in the FITSR, a
number of minor issues were brought to our attention.
Accordingly, we developed a wmitigation plan to address those

weaknesses identified in the FITSR process. Our goal i1s to
correct those deficiencies and achieve full certification and
accreditation of our systems by December 5, 2003. Enclosed for

your information are our Plans of Actions and Milestones for our
information technology security program, as well as for our
General Support System and Major Application.

Please be assured that OGE is committed to maintaining an
information technology security program that adeguately protects
the confidentiality, integrity, and availability of our systems
and data. We would 1like to note that we have invegsted a
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significant guantity of time and effort to design,

configure,
implement,

and test a more secure OGE network architecture.

If you have any additional guestions,
contact me or Daniel D.

202-482-9203.

please feel free -to
Dunning, Chief Information Officer, at

Sincerely,

L/&Wsm

Amy I.. Comstock

Enclogures

1. 2003-09:21 POA&M OCGE Tracking - ENSP.rtf
2. 2003-09-21 POA&M OGE Tracking - FDTS.rtf
3. OGE FY03 FISMA and POAM Updates.xls
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October 30, 2003

The Honorable Henry A. Waxman

Ranking Minority Member

Committese on Government Reform

United States House of Representatives
B-350A Ravburn Houge Office Building
Washington, DC 20515-6143

Dear Mr. Waxman:

Pursuant to 44 U.8.C. § 3544 {(c), enclosed is the annual
information technology security review for the U.S5. Office of
Government Ethics (OGE) .

The Information Technology Group of the Bureau of Public
Debt, Department of the Treasury, recently conducted a
comprehensive Facilitated Information Technology Security Review
(FITSR) of OGE's gystems. The purpose of that independent review
was to identify the risks and security weaknesses that we should
consider in accrediting our General Support System and our Major
Application.

Although no major problems were identified in the FITSR, a
number of minor issues were brought to our attention.
Accordingly, we developed a mitigation plan to address those

weaknesses i1dentified in the FITSR process. Qur goal 1s to
correct those deficiencies and achieve full certification and
accreditation of our systems by December 5, 2003. Enclosed for

your information are our Plans of Actions and Milestones for our
information technology security program, as well as for our
General Support System and Major Application.

Pleagse be assured that OGE is committed to maintaining an
information technology security program that adequately protects
the confidentiality, integrity, and availability of our saystems
and data. We would like to note that we have invested a
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gignificant guantity of time and effort to design, configure,
implement, and test a more secure OGE network architecture.

I1f you have any additional guestions, please feel free to
contact me or Daniel D. Dunning, Chief Information Officer, at

202-482-9203.
Sincerely,

g Ulpaelot

Amy L. Comstock

Enclosures

1. 2003-09-21 POA&M OGE Tracking - ENSP.rtf
2. 2003-09-21 POA&M OGE Tracking -~ FDTS.rtf
3. OGE FY02 FISMA and POAM Updates.xls
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October 30, 2003

The Honorable Sherwood L. Boehlert
Chairman :
Committee on Science

United States House of Representatives
2320 Rayburn House Office Building
Washingten, DC 20515-6301

Dear Mr. Chairman:

Pursuant to 44 U.S.C. § 3544 (c), enclosed is the annual
information technology security review for the U.S. Office of
Government Ethics (OGE)}.

The Information Technology Group of the Bureau of Public
Debt, Department of the Treasury, recently conducted a
comprehensive Facilitated Information Technology Security Review
(FITSR) of OGE's systems. The purpose of that independent review
was to identify the risks and security weaknesses that we should
consider in accrediting our General Support System and ocur Major
Application.

Although no major problems were identified in the FITSR, a
number of minor issues were brought to our attention.
Accordingly, we developed a mitigation plan to address those

weaknesses identified in the FITSR process. Our goal is to
correct those deficiencies and achieve full certification and
accreditation of our systems by December 5, 2003. EBnclosed for

vour information are our Plans of Actions and Milestones for our
information technology security program, as well as for our
General Support System and Major Application.

Please be assured that OGE is committed to maintaining an
information technclogy gecurity program that adequately protects
the confidentiality, integrity, and availability of our systems
and data. We would like to note that we have invested a

(Y

Diitord Segtes Office af Coovermmant Fihiog e F207 Mo Yok Svenes, NWL Suite 300 Wahshington, DO Tonns e



The Honorable Sherwood L. Boehlert
Page 2

significant quantity of time and effort to design, configure,
implement, and test a more secure OGE network architecture.

If you have any additional questions, please feel free to
contact me or Daniel D. Dunning, Chief Information Officer, at

202-482-5202.

Sincerely,

o é,m slo—e

Amy Li. Comstock

Enclosures

1. 2003-09:21 POA&M OGE Tracking -~ ENSP.rtf
2. 2003-09-21 POA&M OGE Tracking - FDTS.rtf
3. OGE FY03 FISMA and POAM Updates.xls



October 30, 2003

The Honorable Ralph M. Hall

Ranking Minority Member '

Committee on Science .

United States House of Representatlves
394 Ford Houge Office Building
Washington, DC 20515-6301

Dear Mr. Hall:

Purguant to 44 U.8.C. § 3544 (c), enclogsed i1s the annual
information technology security review for the U.S. Office of
Government Ethics (OGE).

The Information Technology Group of the Bureau of Public
Debt, Department of the Treasury, recently conducted a
comprehensive Facilitated Information Technology Security Review
(FITSR) of OGE's systems. The purpcse of that independent review
was to identify the risks and security weaknesses that we should
consider in accrediting our General Support System and our Major
Application.

Although no major problems were identified in the FITSR, a
number of mwinor issues  were Dbrought to our attention.
Accordingly, we developed a mitigation plan to address those

weaknesses identified in the FITSR process. Our goal is to
correct those deficiencies and achieve full certification and
accreditation of our systems by December 5, 2003. Enclosed for

your information are our Plans of Actions and Milestones for our
information technology security program, as well as for our
General Support System and Major Application.

Please be assured that OGE is comnitted to maintaining an
information technology security program that adequately protects
the confidentiality, integrity, and availability of our systems
and data. We would like to note that we have invested a
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gignificant quantity of time and effort to design, configure,
implement, and test a more secure OGE network architecture.

If you have any additional guestions, please feel free to
contact me or Daniel D. Dunning, Chief Information Officer, at

202-482-9203.

Sincerely,

Amy LT Comstock

Enclosures

1. 2003-09-21 POA&M CGE Tracking - ENSP.rtf
2. 2003-09%-21 POA&SM CGE Tracking - FDTS.rtf
3. OGE FY03 FISMA and POAM Updates.xls



