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WHAT IS SOCIAL MEDIA?

Anything online other than static
content where the provider
posts and the viewer absorbs.




WHY?

Mission, mission, mission
So keep using older tools, too

It’s where the people are
200,000,000 daily Tweets.
/50,000,000 active Facebook users

It’'s where people are talking about us

It’s what the President wants:
collaborative, transparent, participatory
government




WHAT (TOOLS)?

Examples of Social Media
Mobile web/Mobile Apps

Blogs

Social networking

Widgets

Wikis

Video/photo sharing
Podcasting

RSS
Mashups
Webinars




THE OFFICIAL BLOG

Question of the Week: How do you
protect children from mercury?

OF THE U.5. ENVIRONMENTAL PROTECT

E:"[_'IUSI.H'E' o mercury can result from misuse or overuse

F mercury-containing products. Even something that
eems as small as a broken thermometer needs to be J
1 ......

leaned up and disposed of properly. October is

T ]

Children’s Health Month.

How do you protect children from mercury?

-

Each week we ask a question related to the environment. Please
;
let us know your thoughts as comments. Feel free to respond to
{

her comrnents or post new iaeas. Previous qQuestions,
!

comment policy, leave a comment
TrackBack

Permalink | Camments (5)

YOu do!

| Search |

ABOUT | EPA HOME
CONTACT UsS

COMMENT POLICY
Comrents subrnitted after hours
or on weekends will be posted as
early as possible the naxt
business day.

FREQUENT QUESTIONS

Subscribe to this blog by
email:

Enter email address

f:_J Subscribe to this blog's feed

Follow us on Twitter

P Question of the Weeak




_QFEMA {fema) on Twitter - Windows Internet Explorer
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Tools

Help

Facehook | Federal Emergen. .. ‘ FEMA (Fema) on Twitter X | |

: - Page ~

ES
Tools ~

FEMA

FEMA's mission is to support
our citizens and first
responders to ensure that
as a nation we work together
o build, sustain, and
improve our capability to
prepare for, protect against,
respond to, recover from,
and mitigate all hazards.

www.fema.gov

Get short, timely messages from FEMA.

ave an account? Sign in

Twitter is a rich source of instantly updated information. It's easy to stay updated on an

ncredin

Sign Up »

% fema
FEMA

Despues de un desastre, ayudamos
a sobrevivientes respondiendo a sus
ﬁ{teguntas antes de que las hagan

p

//bit.ly/aEECOK

orias de empleados

o hitp:f/go.usa gcv‘a-b

tch stories fro

0.usa gov/abE

vide variety of topics. Join today and follow @fema.

40404
des for other countries

278 21,019 1,658

following followers listed

Tweets 3,993

Favorites

Lists

@femalstate-em-offices

View all

Following
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http: v, Facebook, com/DeptofDefense?ref=mf

File Edit ‘iew Favorites Tools  Help

TR Department of Defense (Dol | Facebook ‘ | ):I\ - D v (e v sofPage (O Tools ¢

Keep me logged in Forgot your password?

Department of Defense (DoD) is on Facebook
Sign up for Facebook to connect with Department of Defense (DoD).

Department of Defense (DoD) =

Wwall Info Live RS5/Blog Discussions

Fan page only

UNITED STATES

DEPARTMENT Ejfaz:ljg‘l:ellgtsgz Defense (DoD) http:
OF DEFENSE Defense.gov News Release: Pentagon Statement o,

www.defense.gov W Entrance Shooting

Department of Defense (DoD) http://socialmedia.defense.gov/index.php



House | LinkedIn

dows Internet Explorer

- |[] httpe [ funww linkedin, comfgroupswhite-House-2 199632 7gid=2 1 996528k rk=hb_side_g j ) [ X FoREs
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Home Profile  Contacts

-

Discussions = Members

Basic

Groups  Jobs  Inbox

White House

Search More

Companies  Mews More

Groups ~

Restart your old discussions with one click. Browse your archived discussions »

# Attach a link

\What's Happening ~

Economic Bus... whitehouse.gov

President Obama to Travel to the Midwest on a Three-Day i

WhiteHouse.gov is the official web site for the White House and

< W) Like

Most Popular Discussions

Follow Debra

David Bisenius
the population, will get food stamps each month in the year that began last ... »

Ee

What are Your Questions for the President’s Council on Jobs and

%
- Comment % Flag =

)

Show all RSS discussions -
Updates

o

Economy Grows at Sluggish 1.3%; Consumers Pull Back
The U.S. economy grew less than expected in the second quarter as consumer spending
barely rose, and growth braked sharply in the prior

An average of 43.3 million people, more than an eighth of

Competitiveness?
On Tuesday, August 2nd, the President's Council is holding the next in a series of Listening

and Action Sessions about how the public

¥ JodiCr

Add Connections

Share group

:‘ Manager's Choice

Myths and Facts About the Debt-
Ceiling Compromise

Kori Schulman

Last T Days

Kris Ramabadran and 5 more
commented on

What are Your Questions for the
President's Council on Jobs and

David Bisenius and 4 more

commented on
Economy Grows at Sluggish 1.3%

8§ people have joined the group
including Ward Strosser, Yael
Lehmann and John Stappers

Top Influencers This Week

@l Debra Jones




YOUTUBE

ﬂ‘ YouTube - FEMA's Channel - Windows Internet Explorer
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Fj FEMA: Mobile - Windows Internet Explorer

Q;’ e \e http:jfm.fema, gowf j 42/l ¢ ol
File Edit ‘“iew Favorites Tools Help

= BH
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I3 Facebook | Federal Emergen... | (& FEMA: Mobile x ‘ ‘ - = v o Page - () Tools -

FEMA

Espanal

We're monitoring Hurricane Paula - tropical storm watch for parts of southern Florida. Know what to do before, during and after a hurricane.

Be prepared, check your local weather forecast at mobile.weather.gov or hurricanes.gov/mabile.

How can | find assistance after a disaster?

« Apply Online for FEMA Assistance or Apply/Check your status by phone 1-800-621-3362
+ What do | need to file a claim for federal assistance?

+ Where can | get assistance?

+ How do | keep my family safe?

+ How can | help others?

What should | do in a disaster?

Hurricanes
Floods
Tornadoes

Earthquakes
Terrorism

Thunderstorm

Tsunami
Wwildfires
Winter Storms

How do | return home safely?




ETHICS ISSUES IN IMPLEMENTATION

How do you meet the spirit of the law?

Decision-maker’s personal conflicts of interest (18
USC 208; 5 CFR 2635.502)

Impartiality in selecting social media tool

Terms of Service raise Misuse of Govt
Equipment/Resources concerns

Preferential Treatment — Improper endorsement or
sanction(?)




ETHICS ISSUES IN IMPLEMENTATION

Considerations for .gov or .mil websites:

Only include external links that are necessary!
Create a dedicated agency social media page.
Agency Branding?

nclude a goodbye page when linking to a non-
~ederal website.

Provide as many share tools as possible.




OTHER TIPS/PITFALLS

Terms of Service Agreement
Indemnification
Confidentiality
Choice of Laws
Persistent Cookies

Beware of use of Agency name/seals
Use disclaimers/bumpers



OTHER TIPS/PITFALLS

Coordinate early and often

Get all iImpacted parties together to coordinate
ldentify concerns
Determine plan for implementation/deployment

Create clear policies
Who speaks for the agency
What comments will be removed

Consider developing employee training



OTHER TIPS/PITFALLS

Ethics/Legal
\._

/

| __ Web 2.0 Tool
\ Coordinaty/ N Staff/I\/lanagemy
\Priv—ay ,\ IT Security ]

Branding Records Retention




COORDINATION IS KEY

Ethics/Legal/Privacy

IT Records

Public Affairs



DEALING WITH WEB 2.0 ISSUES:

Identify the areas where you need a point of
contact.

Establish a working group that includes those
POCs.

Make sure the POCs use the technology before
signing off on any web 2.0 technology

Set up a personal account and play with the
applications.

ldentify the issues and develop solutions

The law does not address this type of technology;
agencies should act in the “spirit” of the law.

Be creative in your solutions — think outside of the

19



DEALING WITH WEB 2.0 ISSUES: (CONT'D)

Make sure the POCs use the technology before
sighing off on any web 2.0 technology

Set up a personal account and play with the
applications.

ldentify the issues and develop solutions

The law does not address this type of technology;
agencies should act in the “spirit” of the law.

Be creative in your solutions — think outside of the
box.



ETHICS CONSIDERATIONS FOR
SOCIAL MEDIA USERS:

Personal vs. Official
PART Il




ETHICS ISSUES

OFFICIAL USE

Must be Acting in an Official
Capacity:
Authorized to speak for the Agency.

ldentified as an Agency Official &
Representative.

Releasing only Authorized
Information.



ETHICS ISSUES

OFFICIAL USE
Conflict of Interest (18 USC 208)
Impartiality (5 CFR 2635.502)

No fundraising (5 CFR 2635.808)

Acceptance of gifts only with
Agency specific authority.

No solicitation of gifts.



ETHICS ISSUES

OFFICIAL USE

Misuse of Position (5 CFR 2635.702-
705)
No use of public office for private gain

No improper endorsements or implied Govt
sanction

Misuse of Government resources —
property/time
No unauthorized disclosure of non-public




ETHICS ISSUES

OFFICIAL USE
No fundraising (5 CFR 2635.808)
No solicitation of gifts

Acceptance of gifts only with
Agency specific authority.



ETHICS ISSUES

PERSONAL CAPACITY

Acting in A Personal Capacity:

Using a personal account.
Beware of mixed official/personal accounts.

Not on Government time/equipment.

Limited personal use exception.

Agency Policy(?)
EXxpressing a personal opinion or speaking as a
private citizen.

Not discussing non-public government




ETHICS ISSUES

PERSONAL CAPACITY

Examples:
Personal Blogs
Social Network postings
Profession Network postings
Comments on other social media postings

Beware of activities that relate to official duties



ETHICS ISSUES

PERSONAL USE

Prohibition against assisting in the
prosecution of claims against the
Government or acting as an agent
or attorney before the Government
(18 U.S.C. 88 203 and 205)



ETHICS ISSUES

PERSONAL USE

Outside employment or activity cannot
conflict with employee’s official duties (5
C.F.R. 82635.802) .

Prior approval to engage in outside
employment or activities (5 C.F.R. 8
2635.803) Check for agency supplemental
rules requiring prior approval. E.g., 5
C.F.R. 6401.103 (EPA); 5 C.F.R. 3601.107



ETHICS ISSUES

PERSONAL USE

Compensation for teaching, speaking,
or writing — With certain exceptions,
employees generally shall not receive
compensation from any source other
than Government for teaching,
speaking, or writing that relates to the
employees’ official duties. (5 C.F.R.
2635.807(a))




ETHICS ISSUES

PERSONAL USE

Reference to official position (5 C.F.R.
2635.807(b)(1)).

Applies to outside employment and outside
activities (5 C.F.R. 2635.807(b)). See also
OGE Advisory Opinion 10 x 1.

Check for Agency supplemental rules

Fundraising in a personal capacity (5
C.F.R. 2635.808(c)).



ETHICS ISSUES

PERSONAL USE

Release of non-public information (5
C.F.R. 2635.703) - Pickering v. Board of
Education of Township High School
District 205, Will County, 391 U.S. 563
(1968).

Misuse of Government time/equipment (5
C.F.R. 2635.704-705).




OTHER TIPS/PITFALLS

LEGAL CONSIDERATIONS
1st Amendment — Right to Free Speech

Anti-Lobbying Act

Hatch Act — Partisan Political Activities
Restrictions



OTHER TIPS/PITFALLS

Cyber Security:
Social Engineering
Hacking of personal accounts

Responding to Comments:

Avoid identifying Agency where they work (esp.
to bolster position)

Do not discuss non-public information
May link to public information



CONSIDERATIONS FOR POLICY DEVELOPMENT:

Require official users to identify
themselves as official users.

Use the Agency name on the account.

Require users In their personal capacity
to identify themselves as Agency
employees when discussing Agency
public information and to link to official
Agency material.




CONSIDERATIONS FOR POLICY DEVELOPMENT:

Prohibit employees from using their
government e-mail to sign up for social
media sites.

Including sending invitations to social media
sites to government e-mail addresses.

Limited use of government
time/equipment for social media sites.

Investigation of abuse of government
time/equipment.



HOW SHOULD AGENCIES DEAL WITH WEB 2.0
GUIDANCE:

Develop policy

Provide guidance to employees on how to
use social media safely.
Cyber security issues

How to respond to comments made about the
Agency.



OTHER TIPS/PITFALLS

LEGAL CONSIDERATIONS
Anti-Lobbying Act
Hatch Act
Privacy Act/FOIA
FACA
Records Management
xS CEGS



CONTACT INFORMATION

Jodi Cramer: FEMA Office of Chief

Counsel
(202) 646-4095, [jodil.cramer@dhs.govV]

Erica Dornburg, Standards of Conduct
Office, Department of Defense

(703) 695-3422, [soco@osd.mil]

Steven Jawgiel: EPA Office of Regional
Counsel, Region IX
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