Agency: Defense Information Systems Agency GOVERNM iN T ETHICS
Report No.: 20-18 Date: May 7, 2020 Preventing Conflicts of Interest
Period Covered by Review: January 1,2019 — December 31, 2019 in the Executive Branch
EMPLO YEES
11 Number of full-time agency employees. 7,362
12 Num_ber of Pregidentially appointed, Senate-confirmed (P AS) public financial disclosure reports 0
required to be filed.
13 Number of non-PASpublic financial disclosure reportsrequired to be filed. 19
1.4 Number of confidential financial disclosure reportsrequired to be filed. 1,840
ETHICS PROGRAM
15 Title of Designated Agency Ethics Official (DAEO). General Counsel
16 Grade level of DAEO. SES
17 Title of Alternate DAEO (ADAEO). Deputy General Counsel
1.8 Grade level of ADAEO. GS-15
1.9 Title of the primary, day-to-day ethics program administrator. Ethics Program Manager
110 | Grade level of the primary, day-to-day ethics program administrator. GS-13
111 | Current number of full-time ethics officials. 0
1.12 | Current number of part-time ethics officials. 22
113 | Number of reportinglevels between the DAEO and the agency head. 1
CO MMENTS
(1.2) DISA has no PAS employees.

| 20 LEADERSHIP

COMPLIANCE REQUIREMENTS Yes| No | N/A
21 OGE has received an up-to-date designation from the agency head namingthe DAEO. See5 C.F.R. §2638.107(a). X U ]
22 OCE has received an up-to-date designation from the agency head namingthe ADAEOQO. See5 C.F.R. §2638.107(a). X’ L] L]

COMMENTS

None

AGENCY RESPONSE: DISA leadership is very engaged with and supportive of our program. The DISA Director regularly highlights
ethical obligations to the workforce and our Senior leaders frequently invite ethics counselorsto their all hands meetingsto brief on ethics
matters. The DISA Director hasissued a memorandum to the workforce on ethical obligations. She also frequently uses workforce town
halls to reinforce ethical responsibilities. Additionally, she uses articles published on our workforce intranet website, Dateline DISA, to
highlight ethical accountability.

3.0 PUBLIC FINANCIAL DISCLOSURE (OGE Form 278e, OGE Form 278-T)

COMPLIANCE REQUIREMENTS Yes| No | N/A
Theagency has written policiesand procedures in place governing: See5 U.S.C. app. IV, § 402(d)(1).

3.1 e  Collection of public financial disclosure reports.

X X
[
[

32 e Review/evaluation of public financial disclosure reports.
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33 e Public availability of public financial disclosure reports.

Theagency can demonstrate that late filing feesare collected or, where appropriate, waiversare issued when public

34 filers do not timely file financial disclosure reports.

35 Public financial disclosure reportsare securely maintained. See OGE/GOVT -1.

Public financial disclosure reportsare retainedin accordance with the retention requirements. See5 C.F.R.
§2634.603(g)(1).

There isreasonable assurance that the lead human resources official or designee promptly (no later than 15 days after
37 appointment) notifiesthe DAEO of all appointments to positions that require incumbentsto file public financial
disclosure reports. See5 C.F.R. § 2638.105(a)(1).

There isreasonable assurance that the lead human resources official or designee promptly (no later than 15 days after
38 termination) notified the DAEO of terminations of employeesin positionsthat require incumbentsto file public
financial disclosure reports. See5 C.F.R. § 2638.105(a)(2).

36

X | X|XIK XX
O O |(4djg og
O O |(4djg og

DATA ANALYSIS %
3.9 Percentage of sampled non-PASnew entrant reports filedtimely. See5 C.F.R. § 2634.201(b). 50%
310 | Percentage of sampled non-PASannual reportsfiledtimely. See5C.F.R. § 2634.201(a). 100%
3.11 | Percentage of sampled non-PAStermination reportsfiledtimely. See5C.F.R. § 2634.201(e). N/A

Percentage of sampled non-PASpublic financial disclosure reportsreviewed within 60 days of receipt. See5 C.F.R.

0,
312 | §634.605(a). 95%
313 Percentage of sampled non-PASpublic financial disclosure reportscertifiedwithin 60 days of receipt. See5 C.F.R. 81%
' §2634.605(a).
3.14 | Percentage of sampled PAS annual reportsfiledtimely. See5 C.F.R. § 2634.201(a). N/A
3.15 | Percentage of sampled PAStermination reports filedtimely. See5 C.F.R. § 2634.201(e). N/A
316 Percentage of sampled PAS annual and termination reports reviewed within 60 days of receipt. See5 C.F.R. N/A
’ §2634.605(a).
317 Percentage of sampled PAS annual and termination reports certifiedwithin 60 days of receipt. See5 C.F.R. N/A

§2634.605(a).
COMMENTS
(3.9) Two of the four new entrant public financial disclosure reportsrequired to be filed, were filed 16 and 18 days late.

CONFIDENTIAL FINANCIAL DISCLOSURE

COMPLIANCE REQUIREMENTS Yes| No | N/A
Theagency has written policiesand procedures in place governing: See5 U.S.C app. IV, § 402(d)(1).

4.1 e  Collection of confidential financial disclosure reports.

42 e  Review/evaluation of confidential financial disclosure reports.

43 Confidential financial disclosure reportsare securely maintained. See OGE/GOVT -2.

Confidential financial disclosure reportsare retainedin accordance with the retention requirements. See5 C.F.R.
§2634.604.

Theagency’s OGE-approved alternative confidential financial disclosure system complies with plans approved by
OCE. See5C.F.R. §2634.905(a).

44

O X | XXX
O OOt
X| O{out

45
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There isreasonable assurance that the lead human resources official or designee promptly (no later than 15 days after
46 appointment) notifiesthe DAEO of all appointments to positions that require incumbentsto file confidential financial & ] ]
disclosure reports. See5 C.F.R. § 2638.105(a)(1).

DATA ANALYSIS %
47 Percentage of sampled confidential new entrant reports filedtimely. See5 C.F.R. §2634.903(b). 96%
48 Percentage of sampled confidential annual reportsfiledtimely. See5 C.F.R. § 2634.903(a). 100%
49 Percentage of sampled reportsreviewed within 60 days of receipt. See5 C.F.R. § 2634.605(a). 96%
410 Percentage of sampled confidential financial disclosure reportscertifiedwithin 60 days of receipt. See5C.F.R. 20

88 2634.605(a) and 2634.909(a).

COMMENTS

(4.10) OGE examineda sample of 49 confidential financial disclosure reportsandfound only one report was certified within 60 days of

receipt.

Notices to Prospective Employees

COMPLIANCE REQUIREMENTS Yes| No | N/A
Written offers of employment for positions covered by the Standards of Conduct provide: See 5 C.F.R. § 2638.303.

5.1 e A statement regardingthe agency’s commitment to governmentethics.

e Noticethat the individual will be subject to the Standards of Conduct and the criminal conflict of interest

5.2
statutesas an employee.
53 e Contact information for an appropriate agency ethics office or an explanation of howto obtain additional
) information on applicable ethics requirements.
5.4 e  Whereapplicable, notice of the time frame for completing initial ethicstraining.
55 e  Whereapplicable, astatement regarding financial disclosure requirementsand an explanation that new
’ entrant reports must be filed within 30 days of appointment.
56 The agency has established written procedures for issuing the notice to prospective employees. See5 C.F.R.

§2638.303(c).
5.7 The agency’swritten procedures are reviewed by the DAEO each year. See5 C.F.R. §2638.303(c).

The agency can demonstrate that there isan effective process for ensuring all covered employeesreceive the required
information with their written offer of employment. See 5 C.F.R. § 2638.303.

COMMENTS
None

XXX XK X| XX
OO o|og oo
OO o|og oo

58

Notices to New Supervisors

COMPLIANCE REQUIREMENTS Yes| No | N/A
Theagency must provide each employee upon initial appointmentto a supervisory position with: See5 C.F.R. § 2638.306.
6.1 e  Contact information for the agency’sethics office. X’ |:| |:|
6.2 ¢  Thetextof5C.F.R § 2638.103. X O | O
6.3 . A copy of, ahyperlink to, or the address of a Web site containing the Principles of Ethical Conduct. X | U L]
6.4 e  Otherinformation the DAEO deems necessary. |:| |:| X’
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6.5 The agency has established written procedures for supervisory ethicsnotices. See5 C.F.R. § 2638.306(d). X’ L] L]
6.6 The agency’swritten procedures are reviewed by the DAEO each year. See5 C.F.R. § 2638.306(d). X | U L]
67 The agency can demonstrate that there isan effective process for ensuring that newsupervisors receive the required & D D

’ information within one year of appointment. See5 C.F.R. §2638.306(b).

COMMENTS

(6.4) Therewas no other information the DAEO deemed necessary.

Initial Ethics Training

COMPLIANCE REQUIREMENTS Yes | No

N/A

Each new employee of the agency subject to the Standards of Conduct must complete initial ethicstraining.
See5 C.F.R. § 2638.304.

711 Thetraining presentation(s) addressed conceptsrelatedto conflicts of interest, impartiality, misuse of position and & D

gifts. See 5 C.F.R. §2638.304(e)(1).

The agency provided new employeeswith either the following written materials or written instruction for accessing
them: The summary of the Standards of Conduct distributed by the Office of Government Ethicsor an equivalent
72 summary preparedby the agency; provisionsof any supplemental agency regulation that the DAEO determinesto be & ]
relevant or asummary of those provisions; such other written materialsasthe DAEO determinesshould be included;
instructions for contactingthe agency’sethicsofficials. See5 C.F.R. § 2638.304(¢e)(2).

73 | Theagency has established written procedures for initial ethicstraining. See5 C.F.R. § 2638.304(f). X |
74 The agency’swritten procedures are reviewed by the DAEO each year. See5 C.F.R. § 2638.304(f). XI ] ]
DATA ANALYSIS %

75 Percentage of new employeeswho received initial ethicstraining. See5 C.F.R. § 2638.304. 100%
76 Percentage of new employeeswho received initial ethicstrainingwithin three monthsof appointment. See 5 C.F.R. 100%
§2638.304(b).
COMMENTS
None

Annual Ethics Training

COMPLIANCE REQUIREMENTS Yes | No

[ N/A

Each calendar year, public filers, confidential filers, and certain other employees must complete ethics trainingwhich
meets specified requirements. See5 C.F.R. 8§ 2638.307 and2638.308.

Thetraining presentation(s) addressed conceptsrelatedto financial conflicts of interest, impartiality, misuse of & D

81 1 position andgifts. See’5 C.F.R. §§ 2638.307(e)(1) and 2638.308(f)(1).

Theagency provided employeeswith either the followingwritten materials or written instruction for accessingthem:
The summary of the Standards of Conduct distributed by the Office of Government Ethicsor an equivalent summary
8.2 preparedby the agency; provisionsof any supplemental agency regulation that the DAEO determinesto be relevant or & ]
a summary of those provisions; such other written materialsasthe DAEO determinesshould be included; instructions
for contactingthe agency’sethics officials. See5 C.F.R. §2638.304(e)(2).

Theagency’sannual ethicstrainingcomplieswith the formatting requirements for public filers, confidential filers, and & ]

8.3 certain other employees. See 5 C.F.R. §8 2638.307(d) and2638.308(e).
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Theagency’s program for annual ethicstrainingcomplieswith the tracking requirements for public filers, confidential &

[

[

84 filers, and certain other employees. See5 C.F.R. §§ 2638.307(f) and 2638.308(g).
The agency can demonstrate it hasan effective process for ensuring covered public filers, other than those whose pay

8.5 is set at Level | or Level Il of the Executive Schedule, complete live annual ethicstrainingat least once every two & |:| |:|
years. See 5 C.F.R. §2638.308(e)(2).

Training Format
DATA ANALYSIS
Live | Interactive

Percentage of public filers who completedannual ethicstraining before the end of the calendar year.
See5 C.F.R. § 2638.308(a).

8.6 e  Executive Schedule Levell and Level Il. See 5 C.F.R. §2638.308(e)(1). N/A N/A

8.7 e Other PASand Equivalent. See 5C.F.R. § 2638.308(e)(2). N/A N/A

8.8 e  SES and Equivalent. See 5 C.F.R. §2638.308(e)(3). 100% N/A
Percentage of confidential filersand certain other employeeswho completedannual ethicstraining
before the endof the calendar year. See5 C.F.R. §2638.307(a)(d).

8.9 e Employeesrequired to file an annual confidential financial disclosure report. See5 C.F.R. > 87.9%

' §2638.307(a)(1). '

8.10 e Employeesappointedby the President. See5 C.F.R. § 2638.307(a)(2). N/A

8.11 e  Employeesof the Executive Office of the President. See5 C.F.R. § 2638.307(a)(2). N/A

8.12 e  Contractingofficersdescribed in 41 U.S.C. § 2101. See5 C.F.R. § 2638.307(a)(3). N/A

8.13 e  Otheremployeesdesignated by the head of the agency. See5 C.F.R. § 2638.307(a)(4). >87.9%

COMMENTS

(8.8) All of DISA’s SES and equivalent employeesare required to take live AET.

(8.10-8.11) DISA hasno employeesin these categories.
(8.13) DISA’s policy is that all employees should receive AET.

required to receive AET is higher than it actually is. Ethicsofficials do verify that all confidential filers received the

gambling in the Federal workplace, nepotism and fundraising.

(8.9, 8.12) All of DISA’s contracting officersare required to file confidential financial disclosure reportsandare included at 8.9.

training.

*DISA’s system for trackingcompletion of AET recordswho received the training. When an employee who completed AET leavesthe
agency, that employee’srecordis deleted from the system. However, while the system deletes the former employee’sindividual training
record, it still includes that person assomeone who was required to receive AET. Thismakesit appear that the number of employees

AGENCY RESPONSE: Inaddition to our robust trainingprogram, we regularly utilize Dateline DISA and DISA TV to share ethics
guidance and updates with our workforce across the world. We publish at least one article a month on an ethical "hot topic." In2019, we
published articles on a variety of topics, including confidential financial disclosure reports, political activity restrictions, prohibitionson
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9.0 AD AND CO
COMPLIANCEREQUIREMENT Yes| No | N/A
Based on a sample collectedby OGE, guidance provided by agency ethicsofficials to employeesappearsto be & D D
91 consistent with applicable laws and regulations. See5 C.F.R. § 2638.104(c)(4).
COMMENTS
None

| 10.0 Special Government Employees (SGE) Serving on Advisory Committees and Boards

Confidential Financial Disclosure

10.1 | Number of SGEs serving on Advisory Committeesand Boards. 0
DATA ANALYSIS %

10.2 | Percentage of sampled confidential new entrant reportsfiledtimely. See5 C.F.R. § 2634.903(b). N/A

103 Percentage of sampled reportsreviewed within 60 days of receipt but not later than the SGE’s first meeting. N/A

: See5 C.F.R. § 2634.605(a).
104 | Percentage of sampled reportscertified within 60 days of receipt. See5 C.F.R. § 2634.605(a). N/A
Ethics Training

COMPLIANCE REQUIREMENTS |Yes| No | N/A
Required ethicstrainingmust be provided to each SGE. See5 C.F.R. §8 2638.304 and2638.307.

105 Thetraining presentation(s) addressed conceptsrelatedto conflicts of interest, impartiality, misuse of position and O O &

gifts. See 5 C.F.R. § 2638.304(e)(1).

The agency provided employeeswith either the followingwritten materials or written instruction for accessingthem:
The summary of the Standards of Conduct distributed by the Office of Government Ethicsor an equivalent summary
10.6 | preparedby the agency; provisionsof any supplemental agency regulation that the DAEO determinesto be relevant or HEEE &
a summary of those provisions; such other written materialsasthe DAEO determinesshould be included; instructions
for contactingthe agency’sethics officials. See5 C.F.R. §2638.304(e)(2).

DATA ANALYSIS %
10.7 | Percentage of SGEs who received initial ethicstraining. See5 C.F.R. § 2638.304. N/A
108 | Percentage of SGEs who received initial ethicstrainingtimely. See5 C.F.R. § 2638.304(b)(2). N/A
109 | Percentage of SGEs who received annual ethicstraining. See5 C.F.R. §2638.307(d)(2). N/A
COMMENTS

(10.2-10.9) DISA has no SGEs.
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| | RecommenDATIONS
# | Element | RECOMMENDATION Compliance Due

RECOMMENDATION: Ensure new entrant public financial disclosure reportsare filed on time.

AGENCY RESPONSE: The Agency has taken stepsto address thisrecommendation.

In February, we hired a new attorney on our Administrative Law & Ethicsteam and immediately trained
her on completing OGE 450 reviews. We have also assigned two management analyststo assist in triaging
450sand clearing those that have no assetsreported under the direction of the Agency's Chief Ethics
Officer. Of the 1560 annual reports submitted for CY2020, we certified 80% within 60 days. In addition
to the 80% certified, another 11% were reviewed within 60 days and have required additional information.
Thisputsus at a 91% review rate within 60 days. We are actively working with filers on the remaining
reportsthat have notyet been certifiedto obtain the necessary information. Supervisor signatures are also
1 3.9 required before a report can be certified, which can cause some delay. Our Ethics Program Manager May 2021
continuesto actively work with the Agency POCs and supervisors to get their signatures on reportsso we
can close them as well.

Of the 199 New Entrant reportsfiledin CY2020, all but 2 were reviewed within 60 day (the 2 reportsnot
within the 60-day window were reviewed at 62 and 86 days) and 133 of those reports have been certified.
The remainder of the reportsare either within the 60-day certification window or we are actively working
with filers and supervisors to complete the reports for certification.

OGE COMMENT: OGE will conduct a follow-up review in approximately May 2021, to assess whether
DISA has taken sufficient action to resolve the deficiencies underlying the recommendation.

RECOMMENDATION: Ensure confidential financial disclosure reportsare certifiedtimely.

AGENCY RESPONSE: Our EthicsProgram Manager continuesto work closely with our Workforce
Services Directorate to improve andenhance our ability to capture new entrantsare identifiedand inputted
into the FDM system to ensure that they timely file reports. Additionally, we will increase our outreach to
2 4.10 our supervisors to ensure they are aware of their obligations to determine who is required to file and notify May 2021
our office so the individuals are properly andtimely added into the FDM system.

OGE COMMENT: OGE will conduct a follow-up review in approximately May 2021, to assess whether
DISA has taken sufficient action to resolve the deficiencies underlying the recommendation.
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