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SYSTEM NAME: 

Computer Systems Activity and Access Records. 
 
SYSTEM LOCATION: 

Office of Administration and Information Management , Office of Government Ethics, Suite 500, 
1201 New York Avenue, NW., Washington, DC 20005–3917. 
 
CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: 

Individuals who access OGE network computers or mainframe/enterprise servers, including 
individuals who send and receive electronic communications, access Internet sites, or access system 
databases, files, or applications from OGE computers or who send electronic communications to OGE 
computers; and individuals attempting to access OGE computers or systems without authorization. 

 
CATEGORIES OF RECORDS IN THE SYSTEM: 

Records in this system of records may include:  Records on the use of the interoffice and 
Internet e-mail systems, including the e-mail address of the sender and receiver of the e-mail message, 
subject, date, and time; records on user access to OGE’s office automation networks; records relating to 
verification or authorization of an individual’s access to systems, files, or applications, such as user IDs, 
user names, title, and agency. 
 
AUTHORITY FOR MAINTENANCE OF THE SYSTEM: 

5 U.S.C. App. (Ethics in Government Act of 1978); 40 U.S.C. 1441 note. 
 

PURPOSE(S): 

The data in this system of records is used by OGE systems and security personnel, or persons 
authorized to assist these personnel, to plan and manage system services, to monitor for improper use, 
and to otherwise perform their official duties. 

 
ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND 
THE PURPOSES OF SUCH USES: 

These records and the information contained therein may be used: 
 

a. To disclose pertinent information to the appropriate Federal, State, or local agency responsible 
for investigating, prosecuting, enforcing, or implementing a statute, rule, regulation, or order, 
where OGE becomes aware of an indication of a violation or potential violation of civil or 
criminal law or regulation. 
 

b. To disclose information to another Federal agency, to a court, or a party in  litigation before a 
court or in an administrative proceeding being conducted by a Federal agency, either when the 
Government is a party to a judicial or administrative proceeding or in order to comply with a 
subpoena issued by a judge of a court of competent jurisdiction. 
 



c. To disclose information to the National Archives and Records Administration or the General 
Services Administration in records management inspections conducted under authority of 44 
U.S.C. 2904 and 2906. 
 

d. To disclose information to the Office of Management and Budget at any stage in the legislative 
coordination and clearance process in connection with private relief legislation as set forth in 
OMB Circular No. A–19. 
 

e. To disclose information to the Department of Justice, or in a proceeding before a court,  
adjudicative body, or other administrative body before which OGE is authorized to appear, 
when: OGE; or an employee of OGE in his or her official capacity, or any employee of OGE in his 
or her individual capacity (where the Department of Justice or OGE has agreed to represent the 
employee); or the United States (when OGE determines that litigation is likely to affect OGE), is 
a party to litigation or has an interest in such litigation, and the use of such records by the 
Department of Justice or OGE is deemed by OGE to be relevant and necessary to the litigation 
provided, however, that the disclosure is compatible with the purpose for which such records 
were collected. 
 

f. To disclose information to contractors, grantees, experts, consultants, detailees, and other non- 
OGE employees performing or working on a contract, service, or other assignment for the 
Federal Government, when necessary to accomplish an agency function related to this system of 
records. 
 

g. To disclose information to a Member of Congress or a congressional office in response to an 
inquiry made on behalf of an individual who is the subject of the record. 
 

h. To disclose information to a Federal, State, local, tribal or foreign agency, or a private 
contractor, in response to its request in connection with the hiring or retention of any 
employee, the issuance of a security clearance, the conduct of a security or suitability 
investigation, the reporting of an investigation on an employee, the letting of a contract, or the 
issuance of a grant, license, or other benefit to an employee by the agency, but only to the  
extent that the information disclosed is relevant and necessary to the agency’s decision on the 
matter. 
 

i. To provide information to officials of labor organizations recognized under 5 U.S.C. chapter 71 
when relevant and necessary to their duties of exclusive representation concerning personnel 
policies, practices, and matter affecting working conditions. 
 

POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING, RETAINING, AND DISPOSING OF 
RECORDS IN THE SYSTEM: 
 
STORAGE: 

These records are maintained in paper and/or electronic form. 
 
 
 



RETRIEVABILITY: 
These records may be retrieved by user name, user ID, e-mail address, or other identifying 

search term employed, depending on the record category.  
 
SAFEGUARDS: 

These records are located in locked storage areas with controlled entry, or automated systems 
to which only authorized personnel have access. The use of password protection identification features 
and other automated data processing system protection methods also restrict access.  
 
RETENTION AND DISPOSAL: 

In accordance with General Records Schedule 20, records of verification, authorization, 
computer system access, and other activities generated by the system are retained for one year, unless 
required for management review, then deleted.  
 
SYSTEM MANAGER(S) AND ADDRESS: 

Deputy Director, Office of Administration and Information Management, Office of Government 
Ethics, Suite 500, 1201 New York Avenue, NW., Washington, DC 20005–3917. 
 
NOTIFICATION PROCEDURE: 

Individuals wishing to inquire whether this system of records contains information about them 
should contact the Deputy Director, Office of Administration and Information Management, Office of 
Government Ethics. 

 
Individuals wishing to make such an inquiry must furnish the following information for their 

records to be located and identified: 
 

a. Full name. 
b. Assigned computer location. 
c. Description of information to be sought (including the time frame during which the record(s) 

may have been generated). 
 

Individuals seeking to determine if a system contains information about them must also follow 
OGE’s Privacy Act regulations regarding verification of identity (5 CFR part 2606). 

 
RECORD ACCESS PROCEDURES: 

Individuals wishing to request access to their records should contact the Deputy Director, Office 
of Administration and Information Management, Office of Government Ethics.  Individuals must furnish 
the following information for their records to be located and identified: 

 
a. Full name. 
b. Assigned computer location. 
c. Description of information being sought (including the time frame during which the record(s) 

may have been generated). 
 

Individuals requesting access must also follow OGE’s Privacy Act regulations regarding verification of 
identity (5 CFR part 2606). 

 
 



CONTESTING RECORD PROCEDURES: 
Individuals wishing to request amendment of records about them should contact the System 

Manager.  Individuals must furnish the following information for their records to be located and 
identified: 

 
a. Full name. 
b. Assigned computer location. 
c. Description of information being sought (including the time frame during which the record(s) 

may have been generated). 
 
Individuals requesting amendment must also follow OGE’s Privacy Act regulations regarding 

verification of identity and amendment of records (5 CFR part 2606). 
 
RECORD SOURCE CATEGORIES: 

Information in this system of records is obtained from: 
 

a. Individuals covered by the system. 
b. Office of Government Ethics management officials. 
c. Computer activity logs and tracking systems. 

 
EXEMPTIONS CLAIMED FOR THE SYSTEM: 

None. 


